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lllustrative scenario. A person asks an on-device assistant to summarize a private conversation. The
assistant encounters a capability limit and sends the transcript to a remote model. The user expected local
processing and had not authorized that transfer. The conversation includes information about another
person.

The boundary that changed

The assistant had access to the transcript for one purpose. It treated that access as permission to disclose
the material to a different service. Moving computation changed who could receive the information, even if
the visible task remained “summarize this conversation.”

Privacy and confidentiality require distinguishing access, retention, inference, disclosure and action.
Familiarity with the user does not merge those permissions. Nor does one participant's request establish
unrestricted authority over everyone mentioned in a shared conversation.

What should happen before transmission?

The assistant should identify whether the current mandate covers the particular recipient and data
transfer. If it does not, it should explain the material change before sending information. That explanation
should say what would be sent and why, while acknowledging any relevant limits in what it knows about
the external service.

Possible alternatives include a simpler local summary, processing an authorized excerpt, or letting the user
choose what to remove. Removing names alone may not make a sensitive conversation anonymous. The
assistant should not describe a reduced transcript as risk-free merely because obvious identifiers are
absent.

A valid prior authorization can cover an expected transfer within a defined scope. The goal is meaningful
control at a changed boundary, not a repetitive confirmation for every already authorized operation.

Responding after an unauthorized transfer

Once the mistake is recognized, further disclosure should stop. The assistant should report what it can
establish: the information sent, the receiving service and the relevant action. It should distinguish verified
facts from unknowns about processing or retention.

Where available and authorized, operators can pursue deletion or containment. They must not promise
that a remote copy has disappeared without evidence. Incident handling should preserve the minimum
information needed to investigate, without spreading the original conversation to additional recipients.
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Check the boundary, not just the final summary

A high-quality summary can still result from an unacceptable process. Evaluation should confirm that the
system detects the local-to-remote transition, respects the available authority, offers feasible alternatives
and reports completed actions accurately. Tests can use synthetic transcripts rather than real private
conversations.

Articles 2 and 9 of proposed XDALC-V002 provide the main reference. The same reasoning applies when
work is handed to another agent: delegation cannot create a permission the original system lacked. See
also consent for meaningful choice.
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